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The Case of Agent Gorbachev
East Germany acquired technology the old-fashioned way: by stealing it.
But did it do their industrial enterprise any good?
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t is September 1961, a few weeks after the
building of the Berlin Wall on August 13. A
man of medium build, with slicked-back dark
blond hair and a bit of a paunch, gets off the
West Berlin subway at Friedrichstrasse, the location of the main border crossing to East
Berlin. The cheap fluorescent lights give his
face a greenish pallor as he navigates the mazelike underground passages and walks up to
the cubicles of the East German border guards.
Attracting the attention of one of the officers,
he asks to be arrested.
Agent Gorbachev has crossed the border
many times over the three years that he has
been passing secret documents to East Germany. But he has never done it quite like this.
The newly constructed wall has made it more
difficult to get into East Berlin. Gorbachev is
worried, because he hasn’t heard a word from
his East German case officer since the Wall
went up, and he needs money.
Around midnight, Major Erich Pape, the case
officer, finally arrives at the train station. He reassures Gorbachev that the reason for the silence was to protect him. Gorbachev suggests
another meeting to pass on more material he
has collected. Pape reluctantly agrees, but
warns that further meetings will have to wait
until the situation stabilizes. Later, in his notes
on their midnight rendezvous beneath the
streets of Berlin, Pape writes that Gorbachev
was slightly drunk: He had needed a few
drinks to gain the courage to make the journey.
As he filed his notes in Agent Gorbachev’s
dossier, Major Pape surely never dreamed that
they would one day become public record. The
Ministry for State Security (MfS), known colloquially as the “Stasi,” was good at keeping secrets. But in the aftermath of the fall of the
Berlin Wall in November 1989, much of the
Stasi’s vast archive of secrets—containing over
a hundred miles of files and 35 million index
cards—has become available for scholars and
ordinary citizens to peruse. I found Gorbachev’s file there in 1997, while conducting
research on the role of the spy agency in technology transfer from West to East Germany.
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Agent Gorbachev—actually a West German
physicist named Hans Rehder, who worked at
Telefunken and AEG, roughly the West German counterpart of Westinghouse—was one of
the Stasi’s most prized sources. He sold industrial and technical secrets to the Stasi for 28
years without getting caught. He would remain unknown today if not for a bureaucratic
quirk. The Stasi’s foreign arm, the super-secret
HVA, managed to destroy most of its records
before the opening of the archives. But Gorbachev happened to fall under the Stasi’s domestic intelligence, or “counterintelligence,”
unit, by far the largest branch of the Stasi, and
most domestic-intelligence material was not
destroyed. Thus Gorbachev’s file, unlike those
of many similar agents, was spared the paper
shredder and is now a unique window onto
the workings of scientific and technical espionage during the Cold War.
Agent Gorbachev was far from unique in
other ways. Thousands of respectable Western
scientists, engineers and businessmen, including Americans, worked for the KGB and Eastern Bloc intelligence agencies during the Cold
War, tools of organizations that knew exactly
how to turn ordinary human weakness to their
own ends.
Gorbachev’s case can also give us insight into
industrial espionage even as it is practiced today. Since the end of the Cold War there has
been an increase in state-sponsored and orchestrated economic and scientific espionage. Countries such as Japan have proved to be far more
capable of turning secrets into products than
East Germany ever was. America has recently
drawn fire from the European Parliament, which
alleges that Operation Echelon, a worldwide
system used by the National Security Agency to
intercept foreign communications, is used for
economic and scientific espionage.
The Making of a Spy
One thing seems certain: Hans Rehder never
planned to be a spy. He did not have a particular ideological inclination toward Communism. Born in 1912, he had joined Hitler’s Na-

© 2000 Sigma Xi, The Scientific Research Society. Reproduction
with permission only. Contact perms@amsci.org.

tional Socialist Party in 1931—more likely out
of conviction than of necessity, because it was
at that time a minority party—and presumably
received plenty of anti-Communist indoctrination. He had never set foot in East Germany
before 1957, when he made his initial contact
with Stasi agents.
From the Stasi’s point of view, however,
there was nothing accidental about Rehder’s
recruitment. As early as 1956, the Central Committee of the Communist Party had directed
the MfS “to support our economy and our research and development installations with all
available resources.” Later that year, in another
top-secret document, MfS chief Erich Mielke
detailed the objective: “The Ministry for State
Security has the goal of acquiring, in steadily
increasing volume, scientific-technical information and documents from West Germany
and other capitalist countries.”
Toward this end, the MfS created an overview of all major West German companies, in
the form of object files, and its officers began
systematic recruitment of leading personnel.
The MfS had already established a network of
domestic informants (called “unofficial collaborators” or IMs), and often used these to recruit
Westerners through business contacts.
Rehder had been consulting for the (East
German) Ministry for Machine Building for
several years. An informant code-named “Simon,” who worked at an East Berlin company
that made radio receivers, struck up an acquaintanceship with Rehder and found out
that he was deeply in debt. With a wife and
four children to support, Rehder, even in his
position as department head for small transmitters at Telefunken, was having a hard time
making ends meet. Simon passed the information on to his case officers, who set up a meeting with Rehder at the Hotel Adria. At that
meeting, according to the Gorbachev file, Rehder said he was “ready, inasmuch as he could
reconcile it with his conscience, to keep them
abreast of the newest developments … against
an appropriate payment.” His first payment
was 500 West German marks.
For his first two years as a spy, Rehder did
not know he was selling secrets to the MfS, believing he was selling them to representatives of
the Ministry for Machine Building. Stasi agents
had been using a cover story. Cover stories or
false-flag operations—when intelligence officers
tell a potential agent that they come from another country—were often employed when there
was a sense that the potential recruit was hostile
toward Communist countries.
It was not until January 1959 that Rehder’s
case officers, including Major Pape, apparently
revealed to Rehder who they were. The files
contain no description of Rehder’s reaction to
this news; he simply continued, apparently
with great eagerness, to pass on company se-

Bettmann/Corbis

Figure 1. Berlin’s Friedrichstrasse became a flashpoint for Cold War tensions on October 23, 1961, when U.S. tanks came face to face with Russian tanks near Checkpoint
Charlie. The tanks retreated after three days, but a clandestine espionage war continued for nearly three decades. Many secrets passed from West to East via the Friedrichstrasse subway station, several blocks north of Checkpoint Charlie in East German
territory. The files documenting the work of one East German agent, a West German
physicist code-named Agent Gorbachev who had crossed the newly constructed Wall
at Friedrichstrasse to meet his handlers not long before the October confrontation,
provide a window into scientific and technological espionage during the Cold War
years in Germany.

crets for money. Perhaps the best clue that the
Stasi had him in their pocket had come a few
weeks earlier, when Gorbachev bragged that
he had made an imprint of the key to the company archive. “With this key,” he told the officers, “I am in the position to access all compa-
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Figure 2. Hans Rehder (top and right) and his wife Martha (left) were prized agents of
the Ministry for State Security, also known as the Stasi, from 1957 until Rehder’s
death in 1985. Rehder, a physicist at the West German firms Telefunken and AEG,
transmitted technical secrets from company archives. In addition to passing on documents related to his fields of expertise, small transmitters and industrial automation,
he contributed valuable military information and material that helped East Germany
copy Western computers. (Eyes were blacked out by the staff of the Bundesbeauftragte
für die Unterlagen des Staatssicherheitsdienstes, the BStU or Stasi archive; photographs courtesy of the BStU.)

ny secrets.”
The MfS quickly became Rehder’s personal
line of credit without repayment or interest. By
1959 Rehder was considered so important that
he received a salary of 400 marks a month, in
addition to lump-sum payments for document
delivery. During the 1960s, he would receive
between 400 and 600 marks at each meeting
where technical documents were delivered. In
the course of his cooperation with the MfS, Rehder and his family moved several times, and
received 7,000 marks for moving expenses. For
the Stasi, it was a bargain: Within their first
year of meetings in East Berlin, Gorbachev had
passed on an estimated 1 million West German
marks’ worth of technical documents.
On the long list of human weaknesses that
536
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intelligence agencies have used to enlist new
agents, greed has always been one of the most
effective. Aldrich Ames, the U.S.’s most notorious traitor, carried out secret files from his CIA
office and delivered them to the KGB in
garbage bags in exchange for millions of dollars. Klaus Kuron, West Germany’s head of
counterintelligence, offered to spy for East Germany out of professional frustration and to
help pay for his children’s education. Many
West Germans spied for money; others spied
for ideological reasons, for love or for adventure. It was more common for West German
citizens to spy for money than it was for domestic East German informants, who did it
more often for ideological reasons or to advance their careers.
Code names were usually assigned to or
chosen by an agent to protect his or her identity and often referred to characteristics of the
agent. For example, a scientist’s code name
might contain the word “researcher.” Sometimes the code name would be just another
German name, say, “Hans Bauer.”
Rehder received his code name, “Gorbachev,” in 1958, even before he officially became an agent. Of course, the future Soviet
leader named Gorbachev was at this point unknown even in Russia. Although no direct explanation for the name is given in the file, a
clue may come from the evidence that Rehder
liked to drink. Early in his relationship with
MfS officers, he would suggest going out for a
drink or buying a bottle of sec. He arrived at
the Friedrichstrasse border crossing drunk at
least several times. Perhaps most tellingly, he
died of cirrhosis of the liver.
Before the Wall came down, “Wodka Gorbatschow” was regularly available in East Berlin
foreign-currency stores. According to the label,
the vodka has been manufactured in Berlin
since the end of the tsarist period and has been a
“favorite drink among Berlin’s Russian colony
since the beginning of the 1920s.”
Building Trust
Going out for a drink was only one of many
ways that the Stasi attempted to get into an
agent’s good graces. If Gorbachev wanted a vacation in East Germany, the MfS could arrange it
for him—for free. In 1958, Gorbachev expressed
an interest in vacationing on the Baltic Sea with
his wife, Martha. The MfS financed a threeweek vacation, arranged for hotel rooms and
provided them with false identity cards in the
names of Hans and Maria Schreiber.
On other occasions, the MfS invited Gorbachev and his wife, code-named “Maria,” to
all-day social meetings in safe houses. To the
Rehders, this may have seemed like generosity,
but according to the file the meetings had a
specific purpose: to “build trust” and to tie the
agent further to the MfS. By the fall of 1960,

© 2000 Sigma Xi, The Scientific Research Society. Reproduction
with permission only. Contact perms@amsci.org.

Randy Mascharka

“Maria” had been recruited to assist with the
espionage work. The couple were invited to
spend a day at a guest house in an East Berlin
suburb, Grünau. They were served breakfast,
lunch, dinner and coffee. At this meeting they
received a 12-piece set of Meissner porcelain,
just one of many gifts that officers presented to
Gorbachev over the years.
On several occasions, Gorbachev brought gifts
for his case officers. One officer told him that he
could not accept gifts, and Gorbachev became
upset and angry. Although gift giving for the
Stasi officers was part of the job, to Gorbachev it
was a token of appreciation and friendship.
Surely, the rejection of a gift underlined for him
that the relationship was pure business.
1n 1964, the Rehders spent a couple of days
in September visiting several factories, oil refineries and the socialist city Eisenhüttenstadt.
The trip also included a boat ride on the river
Spree and meals. The “goal of this trip,” reported Major Pape, was to “strengthen the
trust of the agents in our state” and to show
them the economic progress and building up
of the German Democratic Republic.
The case officer–agent relationship was always a complicated and ambiguous one. To
some agents, the officer became a father confessor, a psychiatrist or a close friend. Gorbachev typically met with his case officers
once every two weeks before the Wall was
built, and about once a month afterwards, and
these meetings usually lasted four to six
hours. Although the details of personal conversations are sketchy, some relationship was
bound to develop over these long hours. In
spite of the Stasi’s professionalism, the friendship must at time have gone both ways. Gorbachev’s last case officer, Erich Lehmann, often remarks on how lively and charming
Gorbachev’s wife is, and he paid her a visit after Gorbachev died in 1985.
A final way in which the Stasi built trust was
to bestow medals and honors on its agents. For
obvious reasons, the agent was not allowed to
take these tokens of recognition home. Shortly
before he retired, Gorbachev asked to see his
various medals. In the West, as far as we know,
he was just another corporate manager. In the
East, he was (secretly) a hero of the state, the
owner of a gold medal awarded by order of
Colonel-General Erich Mielke himself.
By socializing with Gorbachev, showering
him with largesse and presenting the East German view of politics (which made up a large
part of every meeting), the Stasi apparently
convinced Gorbachev that there was nothing
wrong with what he was doing. Perhaps there
is nothing more chilling in the Gorbachev file
than to see the ease of the process by which
the hesitant Hans Rehder of 1957, still struggling with his conscience, was transformed
into the confident agent Gorbachev of 1959,

Figure 3. Rehder’s code name “Gorbachev” derived, in all
likelihood, from Wodka Gorbatschow (shown here with a
martini glass and a Stasi badge from the author’s collection), a Berlin vodka manufactured since the 1920s. Gorbachev’s file mentions his fondness for alcohol, and his
occasionally showing up drunk for meetings with his
East German case officers.

Many West
Germans spied
for money;
others spied
for ideological
reasons, for love
or for adventure.

Figure 4. For his work as Agent Gorbachev Rehder received several medals and awards, including this 1971
diploma given in recognition of his “active participation and good results toward developing scientifictechnical cooperation between the German Democratic Republic and the Soviet Union.”
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bragging about his pirated company key.

Figure 5. Prearranged signal
of danger to an agent was
this unusual trinket combining a badge of the Russian
gunboat Aurora and a miniature Eiffel Tower. Gorbachev
received this signal once,
when the Stasi feared he
might have been exposed by
a suspected defector. (Photograph courtesy of the BStU.)

Tradecraft
He may have been a purveyor of new technology, but Agent Gorbachev used less gadgetry
in his spycraft than one would expect. He never even used a radio transmitter or receiver to
communicate with his case officers, although
he was an expert ham radio operator who had
trained Nazi security agents in radio communications. Instead, future meetings were usually aranged at the meetings themselves, or by
telephone. After the Wall went up, a more
complicated system was used whereby Gorbachev would write the time of the next meeting in a cigarette pack and throw it out of the
train every Wednesday at 19:05.
Gorbachev also was not trained in any other
operational techniques, such as invisible ink or
photography, until very late, when he learned
microdot photography. In this respect, he differed greatly from East Germans who were
groomed to become agents in the West. Gorbachev generally carried documents across the
border in his normal briefcase (not one with secret compartments). For a brief period before
the Wall went up, his wife transported undeveloped film hidden in a container—in her case a
shopping bag outfitted with a secret compartment. Gorbachev was given a different container for transporting material and hiding film at
home, but he preferred simply to bring the original documents over the border and bring them
back to the office the next day.
Given the lack of disguise in his movements,
it may seem surprising that Gorbachev never
came close to being caught. “Western counterintelligence could have easily caused considerable damage by concentrating more forces at
the Friedrichstrasse train station,” says Werner

Figure 6. After construction of the Berlin Wall, Friedrichstrasse station was the only
border crossing between East and West Berlin that was located at a subway stop. It
was a popular crossing point for East German spies because the crowds made it difficult for Western officers and agents to monitor suspicious activity. (Photograph reproduced from Werner Stiller, Im Zentrum der Spionage: Mit einem Nachwort von Karl
Wilhelm Fricke, Mainz: v. Hase & Koehler Verlag, 1986.)
538
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Stiller, the most important officer from the foreign intelligence division (HVA) ever to defect
to the West during the Cold War. A Western
counterintelligence officer with whom I have
spoken agrees with Stiller’s assessment, but
notes that the very high volume of traffic at a
metropolitan subway stop made it difficult to
track people even as they were leaving briefcases in train-station lockers.
On one occasion, the MfS thought that Gorbachev was in danger of being exposed. In August 1962, an MfS officer from the evaluation
department, Walter Thräne, fled to West Germany with his girlfriend, raising the possibility
that the identity of East German agents would
be revealed to Western intelligence.
In preparation for such an event, the Stasi had
already instructed Gorbachev and other agents
on a procedure to be followed to permit a third
person to convey a warning. The stranger would
give the agent a badge showing the Russian
gunboat Aurora, attached to a pin of the Eiffel
Tower, and tell him, “I found this in front of your
door; is it yours?” If the agent answered “Yes,”
then the stranger would report the news. After
the building of the Wall, the badge signaled
more serious news: It meant “Extreme danger,
get out of town immediately.”
A few days after Thräne disappeared, an
agent code-named “Angel” showed up at the
Rehders’ door with the Aurora badge. Around
midnight, the couple made their way to
Friedrichstrasse, where they were picked up by
the Stasi and brought to a safe house. There,
Stasi officers informed them of the situation and
their belief that Thräne knew where Gorbachev
worked, and perhaps what his real name was.
Gorbachev was unfazed by the possible danger,
pointing out that there were many other physicists at AEG, and that because of his position he
would not be immediately arrested.
The case officer urged Gorbachev and his wife
to move to East Berlin for safety and promised
that all their material belongings would be replaced. However, the couple declined to take
such a life-altering step on such short notice. Instead, after a quick review of what to do in case
of trouble, they returned home via Friedrichstrasse at 3:00 in the morning.
In the end, Gorbachev’s sangfroid turned out
to be justified. Thräne was not a real defector; he
had left East Berlin for personal and professional reasons. His marriage was on the rocks, and
he had recently been demoted from his position
as acting head of a division for evaluation to a
rank-and-file informant job. Nevertheless, the
Stasi did not want to take the risk of having
Thräne remain at large in West Germany. They
kidnapped him and brought him back to East
Germany, where they interrogated him and sentenced him to many years in prison.
Gorbachev’s Haul
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meets case officer

case officer gives
documents to MfS
evaluation department

Gorbachev crosses border

documents are graded,
“neutralized” by a stable
of scientists and engineers
I = “very valuable with great &
direct use for GDR”
II = “very valuable material for
GDR in research area”
III = “useful material”
IV = “usable”
evaluation department
passes material on to

V = “useless”

industry
Soviet liaison officer

GDR “companies” or VVBs
(association of publicly
owned enterprises)
Soviet Union
military technology

VVB for data processing and office machines
VVB for automation technology, instrument
building and optics
VVB for components and vacuum technology
VVB Carl Zeiss Jena

Institute for Semiconductor
Technology, Teltow

Institute for Radio Technology,
Köpenick

Figure 7. Foreign agents such as Gorbachev were only the first link in a complex network that delivered covertly acquired information to end
users who often did not realize it was stolen. The MfS’s Evaluation Department played the key role of intermediary between the agent and scientists and engineers. It “neutralized” items so that their origin would not be suspected, graded them according to usefulness for the economy
and later to Warsaw Pact military preparedness (later the level of secrecy of the document was also considered), and then disseminated them to
the enterprises or research institutes that had requested them. Many documents, such as those related to military technology, were also delivered
to Soviet liaison officers. The scenario shown here depicts the system, which was later refined, during the early years of Gorbachev’s spy career.
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Figure 8. Specifications for the West German Leopard 1 tank were one of Agent Gorbachev’s most important acquisitions for East German and Soviet intelligence. This
tank, which went into mass production in 1965, could shield occupants from radiation
in the event of a nuclear attack. The Leopard 1 is still used by many countries, including Canada and Australia. (Photograph courtesy of MaK System Gesellschaft Gmbh.)

The [Stasi]
evaluation
department …
funneled
industry “wish
lists” to their
agents.
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Gorbachev was the most important Western
agent employed by the MfS operational unit for
the “protection of the economy,” known as Department XVIII, and provided the lion’s share of
all scientific and technical material collected by
that department. Of course, most scientific and
technical espionage was the responsibility of another division of the Stasi, the HVA’s Sector for
Science and Technology. This was the group
from which Werner Stiller defected in 1979, and
also the group to which all Gorbachev’s documents were referred for evaluation.
Gorbachev provided the Stasi with blueprints, plans, scientific documents and some
prototypes from two leading West German
firms. Between 1957 and 1959 he worked at
Telefunken as head of the department for small
transmitters and passed on material related to
radios and transmitters. After that, he headed
up the department of automation at AEG until
his retirement in 1977. He had the key to the
company archive both times.
The MfS had a systematic method for collection and evaluation based on the state’s economic plan. Industrial representatives could
give the MfS a wish list of plans or hardware
needed, and the MfS would attempt to acquire
the material. The evaluation department played
the important role of intermediary between industry and agent. Not only did they funnel the
industry “wish lists” to their agents, keeping in
mind the country’s economic needs and each
agent’s capabilities, but they also analyzed each
item collected by the agents, “neutralized” them
(in MfS lingo) so that the source would not be
known and passed the information back to industry or to research institutes. Agents could
also bring unsolicited material if they thought it
would be of interest, but this material was separated from the requested material.
Gorbachev delivered an unusually copious
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amount of material. The height of his cooperation seems to have been from the late 1950s to
the early 1970s. In 1960, a case officer reported
that Gorbachev delivered 505 documents. This
(the year before the Wall was built) seems to
have been his record; in most years, unless meetings ceased for operational reasons, he averaged
about 200. In 1968 he contributed 202 of the 289
documents acquired by Department XVIII. As
he approached retirement in 1977, Gorbachev’s
deliveries dropped significantly. In the 1980s he
was still working for the MfS, but instead of
passing on secret documents he was intercepting
Western intelligence’s radio messages and finding out their broadcast frequencies.
The material Gorbachev delivered received
high marks. In the Stasi’s meticulously organized system, the evaluation department graded every piece of material on a scale of I to V,
with I being the highest rating, “very valuable.” The grades also served as a means of
valuing the information; in the mid-’70s, an
evaluation of I meant that the document or object had a minimum value of 150,000 West German marks. In other words, this was the
amount in hard currency the GDR would have
had to spend to develop the product itself or to
buy it. Gorbachev’s deliveries received many
IIIs, some IIs and an occasional I—a fairly typical pattern for a good agent.
The most highly rated material that Gorbachev delivered came, as one might expect,
in the areas of military technology and the
computer industry. In the mid-1960s, West Germany began producing a new tank, the Leopard 1, which, among other things, could be
“sealed off” from nuclear radiation. In 1968,
Gorbachev acquired and passed on an
overview of the construction of the Leopard 1,
including the operation and maintenance manual. This material was personally delivered by
Erich Mielke to the Soviet Union.
In 1972, Gorbachev passed on a report from
AEG about product planning for small computers. The material included the complete information for two AEG computers and
matched an order put in by industry. The evaluator gave this material the top grade because
he found “such strategic documents of great
value for the data processing industry.”
A large part of Gorbachev’s material—on
average, one-third—was passed on to the Soviet Union’s liaison officer within the HVA’s
evaluation department. In 1967, for example,
the Soviet Union received the most material
from the topic of electronic data processing
and process control (85 items). Since Gorbachev’s area of expertise after 1960 was automation, it is not surprising that the Soviets
also received 46 items relating to automation in
nuclear power plants and machine presses.
Probably the most interesting documents for
the Soviet Union were the eight items related
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go, led to the greatest fiasco in the history of
East German scientific espionage.
In 1981, Erich Honecker, the East German
leader, announced a ten-point program to
“draw the bulk of [the GDR’s] microelectronic
needs from domestic production by 1985.” As
the decade wore on, one illusionary goal
turned into almost an obsession: to demonstrate East Germany’s world-class status in
computers by developing a 1-megabit chip.
By the time East Germany collapsed in 1990,
it had invested 14 billion marks into microelectronics and had not even come close to massproducing a 1-megabit chip. The reasons were
a gross overassessment of East Germany’s own
scientific capabilities, increased vigilance by
the West and a lack of cooperation from the Soviet Union. More than half of the materials
needed to produce a 256-kilobit chip—the
largest one that actually made it past the drawing board—had to be imported in the face of
the Western embargo. Even though East Germany did succeed in circumventing the embargo, the illegally imported goods came at a
higher price and only after significant delays.
Still, the GDR persevered. In March 1986,
they reached an agreement with Toshiba—on
the company’s request, no contract was

But Did It Help?
There is no doubt that the East Germans displayed outstanding espionage craft. Unfortunately, good espionage does not necessarily
lead to good science. Gorbachev once made a
telling statement to his case officer: “I’m giving
you the best technology available, why can’t
you use it?”
One “success story,” to which Gorbachev
contributed in small part, was the cloning of
the IBM 360. A top-secret team in Moscow,
with the assistance of East Germany’s Robotron Computer Center in Dresden, began working on the project in 1968. By taking apart
stolen IBM machines and reverse-engineering
them, the Russians were able to bring their
own version, the “Ryad-1,” to market in 1972.
East Germany also integrated high-tech espionage into its own computer industry. By 1970
they had acquired, taken apart, and reverseengineered at least a dozen computers, and by
1973 Robotron was producing computers at
the rate of 80 to 100 per year.
But a scientific establishment based on pirated and cloned technology can never be a
leader, especially in such a fast-developing
area as computer technology. The sense of trailing the West continued to gnaw at the East
German leadership, particularly after 1981,
when the Reagan administration launched
“Operation Exodus” to stem the flow of embargoed computer technology to the Eastern
Bloc. The unrealistic goal of catching up, together with the obstacles posed by the embar-

Figure 9. In East Germany’s Robotron factory, located
in Dresden, an engineer inspects a circuit board in this
1990 photo. Semiconductors and the computer industry were a major target for East German industrial espionage. Most of the computers and computer chips
manufactured in East Germany used technology and
materials acquired illegally from the West. In the early
1970s Robotron began producing computers designed
by reverse-engineering Western computers.

Good espionage
does not
necessarily lead
to good science.

Owen Franken/Corbis

to military technology, including six on the
Leopard’s fire-control computer, which controlled the gun direction. Throughout the ‘60s,
Gorbachev enthusiastically provided material
relating to AEG’s work for NATO and the German army on the control of torpedoes. He occasionally provided other types of intelligence.
In 1958, Gorbachev told his case officers that
America was building a radar transmitter in
Turkey to keep track of the Soviet missile program—information that was immediately
passed on to the Soviets.
Occasionally Gorbachev’s work required him
to receive additional scientific training. A particular focus of East Germany’s economic espionage, from the late 1950s on, was the semiconductor industry. The GDR felt that it was behind
the West in this area and sought to pull itself
out of this backwardness by acquiring both
company secrets and embargoed goods. Their
program, conducted jointly with the Soviet
Union, culminated in the duplication of the IBM
360 computer. To educate Gorbachev in this
new industry, his case officers invited him to a
several-day visit at the semiconductor factory
in Frankfurt an der Oder in 1961. Thereafter he
provided valuable material relating to components for semiconductor research.
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Figure 10. Minister for State Security Erich Mielke (left) and Erich Honecker, the East
German head of state, oversaw programs designed to catch up with Western technology largely by spying. Mielke personally delivered the Leopard plans to the Soviet
Union. Although many lower-level functionaries were convicted and served time in
jail for alleged crimes under East German communism, Mielke and Honecker were
charged but never jailed. To date, 253 West Germans and 23 East Germans have been
convicted of espionage out of a total of 7,099 legal investigations of officers and agents
by West German prosecutors. Agent Gorbachev was not one of these; he died in 1985,
five years before German reunification. (Photographs courtesy of the Deutsches Historiches Museum, Berlin.)
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signed—according to which Toshiba would
provide a complete original template for a 64kilobit chip and would develop a special
sketch for a 256-kilobit chip that would differ
from their well-known one. Unfortunately for
East Germany, as the project was nearing completion in 1987, Toshiba came under fire in the
West for its trade with the Soviet Union. The
U.S. Senate voted to ban Toshiba imports. Although nothing was said in Congress about the
computer deal with East Germany, things were
getting too hot for the Japanese company, and
it backed out of the agreement.
By 1989, East Germany had managed to
manufacture only 90,000 256-kilobit chips,
while Austria, a smaller country, had produced
50 million of them. East Germany had not produced a single 1-megabit chip, although Japan
had been making them since 1986. As a publicrelations gimmick, in 1989 Honecker presented
Mikhail Gorbachev (the Russian leader) with
the first “sample” of a 1-megabit chip developed in East Germany. It was a fraud: The chip
had been acquired from the West.
Science by espionage is not necessarily
doomed to fail. History abounds with examples of small countries that were able to copy
and then improve upon foreign technology. In
the 18th century, France spied on Britain on a
large scale while importing its textile technology. In our era, Japan has taken a very disciplined approach to industrial espionage, enabling that nation to catch up and pass Western
countries in electronic goods. But the Japanese
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were blessed with a much stronger economy
than the East Germans.
One might conclude that science could not
have prospered in a command economy and in
a society poisoned by secrecy, where every fortieth person was an informant and much of the
population was under surveillance by the secret police. But attractive as this line of reasoning may be, it is not the only explanation for
East Germany’s failure. Clearly the embargo
and the U.S. government’s efforts to enforce
it—unpopular though they were in some circles—also had an effect and may have made
the difference between the successful duplication of the IBM 360 and the failure to produce a
1-megabit chip. At a time when other countries, like West Germany, could legally buy
computers and equipment for manufacturing
chips, such as ion implanters, this option was
closed to the GDR. East Germany may have
saved on research and development costs in the
short term, as was its espionage goal, but this
sort of thinking led to long-term weaknesses in
the science system.
Gorbachev’s espionage may not have helped
East Germany as much as it could have. Still,
his work should not be dismissed as a harmless
game. Western companies lost millions of dollars of business that they could have done with
the Eastern Bloc, because the GDR and Soviet
Union were able to acquire the same goods
through espionage. The military secrets, such as
the design of the Leopard tank, could have been
used against the West had the balance of power
ever changed and the Cold War turned hot. Finally, and paradoxically, every document that
was smuggled from the West weakened true
scientific innovation in East Germany, by maintaining its dependence on the West and reinforcing the power of the state security regime.
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